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A set of processes for operations and governance of RCS are being proposed and submitted for review and approval. They include a large range of processes, operations and governance, from granting access to RCS to connecting to new sources of assets. The process documentation here below is preliminary. It will be completed and developed further once the governance document is approved. 

1.1 Gaining access to RCS

1.1.1. EPA employees

OEI staff has already added many EPA employees as RCS users. EPA employees may determine if they have already been granted access by:

a. Contacting the RCS administrator at RCS_administrator@epa.gov , or
b. Trying to log in using their network id and password. If access is denied, contact the RCS administrator at RCS_administrator@epa.gov

To request access, contact RCS_administrator@epa.gov , galindo.lico@epa.gov or Hurst.Angelina@epa.gov.

1.1.2. Non-EPA employees

Access to RCS is through the System of Registries (SoR). Users need to access SoR in order to access RCS. 

    1. Access the RCS through the public (i.e., internet) interface. At www.epa.gov/rcs
    2. Click on the “Sign in” link on the top right corner
    3. Click on the “Request Access” link
    4. Fill and submit the form, specifying RCS in your “Reason for Access” and “System of
        Registries” for you requested community
    5. You will need an EPA employee to sponsor your access. Enter his/her information and let
         him/her know they’ll be contacted to verify sponsorship
    6. When approved, you will receive an email stating your approval and including your
         password.
    7. Contact the RCS administrator at RCS_administrator@epa.gov  and request access to RCS


Asset Addition
The process of adding a new asset involves workflow, as follows:

a- asset is added to RCS and gets “New” lifecycle phase (only visible to owner and administrators)
b- asset is reviewed for minimum quality requirements
c- If minimum requirements met (see separate document), asset is approved for publication
d- Otherwise, the asset is put on a pending status and the owner is notified

1.2 Adding a new asset record and basic metadata

A user, usually the owner of an asset, creates an asset by going to RCS and entering the metadata following the procedure detailed in the Users’ Guide. This user must be an authenticated user. 

The information entered includes:
· Basic metadata (name, description, version, etc.)
· Contacts - Contacts tab and Point of Contact (P.O.C.) tab 
· Permissions
· Subscriptions
· Classification types
· Associations or relationships to other assets
· External links
· Associated documents

Next, the designated steward for the asset reviews the metadata, the classifications and all the information entered for the asset. He/she enters anything missing and changes anything entered incorrectly. In many cases, the steward and the submitter/owner are the same person and both of these steps are performed in one operation.

1.3 Asset Review

The following checks are performed before approving an asset for publication:

a. Check for duplicate
b. Check for correct asset type
c. Check if all required metadata has been entered
d. Check that required classifications have been applied
e. Check that required associations have been entered
  

1.4  Approving an asset

The next step involves the RCS registrar. If the asset is acceptable, he/she changes the status to “registered”. Otherwise, he/she sends a message with his/her findings to the steward.

Finally, a designated approver, reviews all registered assets and either approves them or sends a message to the registrar.

At times, the approver may rely on a special review by a subject matter expert. 


1.5  Changing an asset metadata

To change the metadata, the steward performs the changes through the RCS tool, following the procedures detailed in the User Guide.


1.6 Changing the classification of an asset

To change the classification of an asset, the steward performs the changes through the RCS tool

1.7 Changing permissions for an asset

To change the permissions for an asset, the steward performs the changes through the RCS application, following the steps detailed in the User Guide.

1.8 Changing visibility for an asset

The “Public Display” flag determines whether an asset is visible to the (unauthenticated) public (i.e., guest account) or not. To change the flag, the steward makes the change through the RCS tool, following the steps detailed in the User Guide.

1.8 Updating rating for an asset

This process is not active at this time but it is envisioned that authenticated users will be able to enter the rating of an asset on a scale of 1 to 5, with indicating lowest rating and 5, highest. 

1.9 Updating quality comments for an asset

The quality comments for an asset are maintained by the asset steward, based on his knowledge of the asset and feedback received from asset users.


1.10 Updating asset consumers

Users of an asset are expected to register as consumers for  the asset. At this point, this is voluntary and not enforced. However, the asset steward should, periodically, add any known users and subscribers to the list of consumers for the asset. Users should also send the asset steward emails indicating that they want to be considered consumers for the asset.
In the future, RCS may handle some of this process automatically.






1.11 Adding a new subscription for an asset

Authenticated users of an asset may request to be notified whenever that asset is changed in any way, including the release of a new version. Users do that by going to RCS and following the procedure detailed in the User Guide to subscribe to asset notifications.


1.12 Removing a subscription for an asset

Users may remove their subscriptions to notifications for an asset by going to RCS and following the procedure detailed in the Users’ Guide.


1.13 Adding new asset types

Some principles in creating new asset types are:
a. The new asset type must be of interest to the RCS community
b. The new asset type must not be redundant. If a similar asset type exists, that must be used. If there is a need for additional metadata, it may be added to the existing asset type.
c. The new asset type must be reusable by nature or provide some value to the user community. 

New asset types must be requested via the RCS wiki by filling out the request form. In the future, a form may be provided on the RCS website. Requests may also be sent via email to the RCA Administrator.

If requesting a new asset type, provide reasons as to why the new asset type should be added and how the addition will benefit the RCS community. If needed, provide suggested metadata, classification schemes, and ways in which the new asset type relates to other asset types in RCS.

Periodically, the RCS governing body will consider the addition of new asset types, using the above criteria and expansion policies.

The governing body, upon approval, will direct the request and any related information to the RCS Administrator, who may perform the work himself/herself or direct a contractor to do so.

The addition process includes
1. Selecting metadata – name, description, source, valid values
· Common to RCS assets
· Unique to asset type
2. Deciding on taxonomies 
· New – will need additional process
· Existing – will need criteria or resource to assign types
3. Deciding on association types
· New – will need additional process
· Existing – will need criteria or resource to assign types
4. Creating the asset type in the system
5. Assigning the taxonomies
6. Assigning policies for visibility
7. Assigning policies for access
8. When ready, loading assets (separate process)


1.14 Changes to an asset type

Changes to an asset type may be requested via the RCS wiki by filling out the request form. In the future, a form may be provided on the RCS website. Changes may also be suggested to the RCS Administrator via email.

Changes may be suggested for:
a. Metadata
b. How metadata is displayed in tabs (i.e., profiles)
c. Classification: includes changing the type within a taxonomy, adding a type within a taxonomy, or dropping the use of a taxonomy for the asset type.
d. Other

Periodically, the RCS governing body will consider modifications to asset types, using the above criteria and expansion policies. Changes may also be considered at any time if there are compelling reasons to do so.

Additional considerations when changing an asset type, include:
1. How many assets of the type exist?
2. How the existing assets will be affected?
3. How much work is necessary to change existing assets?
4. Do any harvesting scripts need change?
5. How much it will cost?
6. Who’s funding the changes?

The detailed steps to change an asset type will depend on the changes to be performed

1.15 Retirement of asset types

The retirement of assets types will only be considered if there is a special reason to do so.  The governing body will decide based on analysis of RCS, recommendations from the RCS Administrator  and suggestions from the user community.

When retiring an asset type, the governing body must consider the number of assets of the type that are registered.  In general, if assets of a type are registered in RCS, the asset type should not be removed. Exceptions include the case when the assets will be changed to assets of a different type or when the assets will also be retired.

[bookmark: OLE_LINK1]1.16 Adding a new taxonomy

New taxonomies must be requested via the RCS wiki by filling out the request form. In the future, a form may be provided on the RCS website.

If requesting a new taxonomy, provide reasons why the new taxonomy type should be added, what asset types would use the new taxonomy, and how the addition will benefit the RCS community. If needed,  provide resources to classify all affected assets.

The RCS governing body will consider the addition of a new taxonomy if there is a compelling need and if there are enough resources to add the taxonomy and classify the affected assets.

The governing body, upon approval, will direct the request and any related information to the RCS Administrator, who may perform the work himself/herself or direct a contractor to do so.

1.17 Changing a taxonomy

Changes to taxonomies must be requested via the RCS wiki by filling out the request form. In the future, a form may be provided on the RCS website.

If requesting changes to a taxonomy, provide reasons why the taxonomy type should be changed and how the changes will benefit the RCS community. If needed, provide resources to re-classify all affected assets.

The RCS governing body will consider the change if there is a compelling need and if there are enough resources to change the taxonomy and re-classify the affected assets.

The governing body, upon approval, will direct the request and any related information to the RCS Administrator, who may perform the work himself/herself or direct a contractor to do so.

1.18 Retiring a taxonomy

Retiring a taxonomy must be requested via the RCS wiki by filling out the request form. In the future, a form may be provided on the RCS website.

If requesting the retirement of a taxonomy, provide reasons why the taxonomy should be retired and how this will benefit the RCS community. If needed, provide resources to re-classify all affected assets.

The RCS governing body will consider the retirement if there is a compelling need and if there are enough resources to change the taxonomy and re-classify the affected assets. 

The governing body, upon approval, will direct the request and any related information to the RCS Administrator, who may perform the work himself/herself or direct a contractor to do so.

1.19 Adding an association type

New association types must be requested via the RCS wiki by filling out the request form. In the future, a form may be provided on the RCS website.

If requesting a new association type, provide reasons why the new association  type should be added, what asset types would use the new association, and how the addition will benefit the RCS community. 

The RCS governing body will consider the addition of a new association type if there is a compelling need and if there are enough resources to add the association type and modify the affected assets.

The governing body, upon approval, will direct the request and any related information to the RCS Administrator, who may perform the work himself/herself or direct a contractor to do so.



1.20 Changing an association type

An association type cannot be changed. In order to achieve the desired result, the existing association type must be deleted (see below), and a new association type needs to be created (see above).


1.21 Retiring or Deleting an association type

The process is simple, all you need to do is go to the list of association types, select the one that needs to be removed and click on the delete button. The caveat is that before an association type can be deleted, all associations of that type in any assets must be deleted. There is no standard way to report or find out the affected assets.


1.22 Connecting to a register, folder or catalog to harvest assets

The process of harvesting assets automatically from an existing register or catalog may be initiated by the owner or administrator of the register or by the RCS governing body.  Discussions must be followed by filling out the Harvesting Agreement form.
Next, the governing body requests from the RCS administrator and contractors, advice on the technical feasibility and estimated cost of the harvesting setup. The body uses that advice to approve or not approve the proposal. 

As part of the process, the following information is gathered about the register to be harvested from:
· Location
· Security 
· Possible methods of access
· Asset types and counts
· Taxonomies to be used
· Association types between new assets and and other assets in RCS
· Permissions
· Visibility of assets
· Availability of assets
· Metadata for assets
· Steward (s) for the assets


If the proposal is approved, the governing body works with the contractor, the RCS administrator, the administrator of the source registry, and the funding organization to ensure that the harvesting project is scheduled and carried out as agreed upon.

The harvesting programs must conduct periodic harvesting. Each time the program runs, it must account for:
· New assets in the source registry, added after the last harvest
· Changed assets (metadata, classifications, associations, etc.)
· Removed assets, no longer in the source registry


1.23 Changes in connections to registers, folders or catalogs to harvest assets

This process will depend on the changes being proposed. It may involve a subset or all of the steps involved in the setup process described above.


1.24 Ceasing the harvesting of assets from registers, folders or catalogs

This process may come in many different forms depending on several factors. 

One possibility is that the assets will continue to be registered but not automatically. In this case, the automatic harvesting process will need to be disabled, and the individual assets will have to be kept up to date by the stewards.

If the assets are to be removed from RCS, special steps need to be taken to protect the interests of consumers and subscribers to those assets, if any.


1.25 Assignment of roles

The Submitter role is automatically determined by the user who first loads the asset. Currently, RCS assigns “Owner” to this user, but it is expected this will be changed in the future.

The Steward is assigned by the owner or manager of the asset by entering the steward’s name and contact information in the RCS record. 

The RCS Registrar, EPA Approver, and RCS Administrator roles are assigned by the governing bodies. 


1.26 Taking RCS offline for maintenance

First, the National Computing Center (NCC) contacts the RCS Administrator. The Administrator, usually with input from the RCS Registrar and/or other users, acknowledges and agrees with the request or negotiates a different time, if necessary. 

In either case, the RCS Administrator notifies users who must be told of the outage.

In the future, RCS will broadcast a message on the Web pages that are used to access RCS (www.epa.gov).


1.27 Bringing RCS back up when offline for any reason

RCS sometimes goes down for any of several reasons. To bring it back online, contact Stephen Rushing (919-294-3720, rushing,Stephen@epa.gov). The specific operations are in he process of being documented.

1.28 Adding Users with Special Privileges

From time to time, users with special rights or privileges need to be added to RCS. This includes contractors that need special rights (configuration, installation, etc.) or EPA personnel who need to function as administrators. In those cases, the main RCS administrator performs the assignment of any special authorizations and permissions.

1.29 Removing Users with Special Privileges

From time to time, there are users that need to be removed from RCS or users whose privileges need to ve reduced or revoked. This includes contractor or employees who have left the Agency or who do not need to access rcs  or perform any special operations. In those cases, the main RCS administrator performs the necessary changes to reduce permissions or remove access to RCS

1.30 Request Configuration change

This process applies to:
· New asset types
· New taxonomies
· New association types
· New or changed metadata fields
· Changing or removing taxonomies
· Changing or removing association types
· Changing other configuration items

The requests are currently made by emailing an administrator. Soon, there’ll be forms on the RCS website or on the RCS wiki to enter the requests.

1.31 Removal of Assets Reported as Non-Existent by the Harvesting Processes

The harvesting processes run every day and reports assets in RCS that no longer exist in in the source catalog. Those assets are deleted by RCS management in order for RCS to reflect the source of the assets.

If the assets are associated with other assets, those associations must be removed before deleting the assets.

1.32 Reconciliation of RCS and manual sources

There are sources of assets in RCS that are not harvested automatically. Instead, they are manually updated from the sources. For those sources, the reconciliation needs to be performed manually. Some of those sources include:

· Widgets on the EPA Widgets page
· Data Exchanges on the Exchange Network website

